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1
Decision/action requested

It is proposed to approve the changes made to the living draft CR document below.
2
References

[1]
3GPP S3-232423 Living document for ACM_SBA (Automated Certificate Management in SBA)
3
Rationale

The current study on automated certificate management in SBA covers security related to certificate management for the objectives of the study. The newly added clause Y.3 in informative annexure covering secure key management may augment work accomplished on certificate management from the study. 
4
Detailed proposal

*** START OF FIRST CHANGES ***

Annex Y (Informative): Guidance for certificate and key management 
Y.1
Introduction

Editor's Note: This clause introduces the new informative annex dedicated to procedures that do not require normative text, but they are rather recommendations in the implementation of the certificate management framework. The list of contents to be included in this annex is not closed yet, so the current outline can be extended with new clauses.
Y.2
NF Certificate Updates

Editor's Note: This clause describes some approaches to be considered in the NF certificate updates in special circumstances (e.g., outages, simultaneous update of a vast number of certificates, etc.)

Y.3
Key Management

Service Based Architecture (SBA) is likely to be deployed in an all-software multivendor environment. It is imperative that the underlying virtualized infrastructure hosting SBA NF is secured for confidentiality, integrity, replay protected between authenticated endpoints. 

Also, the security of the certificate management relies on robust secure key management. It includes confidentiality and integrity of the private key while at rest. All the life cycle stages of the cryptographic key, such as key generation, key rotation also need to follow secure practices. The communication between SBA domain and the private key repository system also needs to be secured.

*** END OF FIRST CHANGES ***

